CYBER DEFENSE




081 o o>

Sl Cusol iyl )5 Julws g 5glino

WL — p ,Sapienza University olidtd il GleMbi Cuiol o 31 Wl )8

Northwest International University cwg < y99 Modl (s ol (ol Ol ga8 g (o

New Jersey International Open University ow s> g 010 ods Gld gas g vy

& ,8TDEI Institute - Online University &Ea1S awwgo ods Ol 98 g vy

Cwg 993 Modl o 04318 31 DBA - Cyber Security Management (g slw cuiol Co g 1 550 5 o (51 419
ISMS 1S027001-2013 &Nt ool jwovo g 9 a0

CISSP, CISA wlkib! cuwn! Ik adaw S yluo sl 410

SSCP (v ol Wb 31 59l I g0 (51,410

ISMS , SOC, NOC &leMb! cunol g 45w s1a0759 9 (555 9 yobino — 21,1

2955 ST 9 JS19 4 Cusol g 45y 0030 8 4in0 38 (400 9 21— (o 00T il JU TP 31 i (5113
Hhodl (o 9 (A1 Sluwgo 33 (w05 S5l 5130 03 3199 3 Lt b Cumtol g A (i (S0 599 v yoo
www.Hosseinmalekzadeh.com g Mol o I oo g ONaxd (o 10

Mobile: 09153133217

E-mail: Hoseeinmalekzadeh@Gmail.com .. v -
Telegram Channel : https://t.me/HosseinMalekzadeh IEEE, ACM (53507 (5391 3 Sguals’ g oilpas

http://www.linkedin.com/in/hosseinmalekzadeh Social engineering Sl wiigo 3 Cuol 0395 30 HHlwdl (90 ¥ S pb WIS Ao

MCSE , CCNA ,CCNA Security , CCNP, CEH, CISSP , CWNA, ISMS , SSCP, GSNA



BHOSSEINMALEKZADEH2015 |

By. Hossein Malekzadeh
Cyber Security Consultant and Manager
www.Hosseinmalekzadeh.com

@HOSSEINMALEKZADEH

Mobile : 09153133217



http://www.hosseinmalekzadeh.com/

Olojluw (593,lius

(5350 583) lojls oS 4t

Ao)lS Bee 3gax L buwgio plojlw SO | ST e s e \
. . DMZ Zone !
i 93 9 (5550 5B shl> !
|
1dold glojlw ol Sloas i
(Active Directory) (5,935 215 glo pusgym * ISP I
iy 9 S slo gy o i
R R a8 s Aerie Yo WebServer  MailServer VPN Server |
; R 10101010 10101020 10101030 |
(VoIP) a5 Cuodi (Aol piuniaaw ® Wil o 2o o S i J
oyl 4 Glha)lS gyt ®
VPN §2,b 5l carid G (3ol BLS)1 # s o bLS)|
VMware b solr e ey Core Switch (L3) o
10.1.0.0/16
ol Slanl l
Bijae sl Il as gl eblie: e VLAN 10 ! VLAN 20 ! VLAN 30 : VLAN 40 i VLAN 50 3 ol
Joeop uyiwd 3l (5,Sel> » Management ! Users K Servers i VolP E Guest . -
A ) 10.0.10.0/24 10.0.20.0/24 ‘ 10.0.30.0/24 i 10.0.40.0/24 I 10.0.50.0/24 3 ) P
a3 p2lgo lr <85> 5l 5Sol> ; ; ; ; a
| | | | = Users
WLolas) 45 gl o Siujsislo 1 ‘ l ; ! I |
. i File Server | ! ! ! IPsec VPN
5 9 S 55 9 (525 Olusiidy ¢ =< 2 - | 10.0.30.10 | ﬁ ﬁ : T
[} | |
Network Admin 1 User PC's | | _]' - ‘ Branch 2
i 10.0.20.x i I " g 10.2.0.0/16
Slaigs / byl et : | apsenwr | (L egones L
. [ | 10.0.30.20 . 10.0.40.x |
‘ : i : | ! 10.0.50.x
(Brute Force, Exploit, DD0S) i il OMas> « i P )) i | | : l !
. ! | |
elei] pudige 9 Sindd i % & } Print Server i i ) O —
551 2L o dlay + | cogsRont ‘ 10.0.30.30 | | a
g 2 Monitoring Server H L" ) H !
4, s % : 2 | i i Call Manager i Internet Only Users
325l Ay puied 9 S Slag 10.0.10.20 i [®) | | ,
\ (27 ! 10.0.40.10 )
ileMbl s - e TReme S— 1 2202 ToEEeETEes ?
—— " ” ) - Wireless Users
B Gurgu oIl 2,5 puyiwd jl g Olgas b> - 10.0.20.x
) Remote Users
1' VMware ESXi Hosts Backup Server ,
GF e w0 - |
| e o |
1 VMware vCenter 5 { SSLVPN
L 10.0.60.10 10.0.60.20 )

Wles slaialy

a sisy [ Jlgpté ! s

& e
o—
‘ 295w )

(s (52 >

o oo @

(Defense in Depth) ol >hb OIG

WAF , Anti-DD0S, «AI0S/IAS , Jlg5ld : Juso 0¥ @

Security . Private VLARL , Private VLAN ,VLAN (535 pawdi 145l 0¥ ®
Patch Management (,ilu)jsy o CabdS g gy Siio)ls jeiun Y @

Least Privilege .Security , Mtive Directory Security :awyims g Cug ¥ @

SIEM )3 s SY Julos 5 5,91 goz 1 Sinjgisilo Y @
plais Backup ,DLP, 15,5550, ol 44Y @

! 039 (52,03 g Incident Response Plan :zwb g 0¥ ®

@ gl Jogax

10 10.0.10.0/24

10.0.10.1

20 10.0.20.0/24 10.0.20.1
30 10.0.30.0/24 10.0.30.1
40 10.0.40.0/24 10.0.40.1
50 10.0.50.0/24 10.0.50.1
60 10.0.60.0/24 10.0.60.1
bMmz 10.10.10.0/24 10.10.10.1

Management
Users
Servers
VolIP
Guest
Virtualization/Backup
DMZ Zone




Project-Based Cyber Defense Lifecycle

4 395 pbil Slojlu aSds el o b & cuwl o) 5l 51 S5 Hardening
OSwo d> U Gans bla ials g dos pdaw 0,8 oS S (g5l el codlw )L
23,15 Lol y95 i widd pboil 1y L5 ol Lo ol b ylo sl aSSo! JuIs

(Attack Surface Reduction) as mhw yials *

Sy |y alsl olays cpl (§3lw opel conl palpe sl 5 yd SO caily &S5 1,



Sy 2l 9 3985 51 (6 S gl ©
L oladad jo 6K o Jblbay oSl ¢ Suows bl 4 & 3990 O jin®
35S oy S, ol gyl> Hardening .l o 551 6900 e (slo g yu

Olojlw godldy jlcblos e
Cid e e ow piwd Jlin! i gilucsun b .cwl aleMbl I8 Slojle 4 ®
Db o yialS a4 edh co s g cle M

L pamans 3 550 g (55l piol 580
g 35S 0,8 5k or bt Wigd 0 3] ilie g B> Sl (glay gy (59
Aigu 0 PRy o



(Damage Control) 348 & g0 15 dloa U1 Jaals'

Dlg5 i 9 3l (639d5we L aw yiwd 0l (Sl Slaulad b g 3)lg palpe ST >
A2 sll (Lateral Movement) ¢ s aSis > ailsl]

FPB Obldl g Jukel gad,Jliwl b sllaile

L olJl KXo GDPR 4 CIS Benchmark (NIST ¢ 1SO 27001 Jze  slas,lsbewl®
3930 (§3ae b (gl 5 5l lojls el (ygr 5 > Hardening 4 wus 4oy
2 9u 50

Sdodds gbal 3o pialse
Oy Cawd 1L o6yl dlas Dgi5 G Al 5l ka8 Hluw Hardening ai @

C;u»l.ao.)‘b



(Defense in Depth) wYuws slise

o b pale bl (pol (S35 (lapianw ST s BIDS b Jlg b oy i > ®
335 (g yind b dod 4 Wl o S8 JS e




Cyber Defense W 235 s a) i

ilgh b (B8 ol 5

1S ol |y losle wge csla ol 1o
LS &.5).) \) dlo> L;l.tbw‘

3 Jlos 1y (odly Sy

LS sducoggl |y vy

3 ol caslio g5 1105 pa (ol



Olojlw (599l

LigylS B 3932 L Jawgio plojlew SO
And 93 9 (55550 5185 shld

1ol glojls Shol Gloas

(Active Directory) (5,955 15 o usgsmw
iy g S slaygm o

29 o (63,415 4oliy s95m ¢

(VOIP) €S o (il pumsasws

O3l 4 OLy)lS i *

VPN Gojb jl canid o ol bLS)I *
VMware b il sjlxe by

L Juwgyw g Oledbl 3l Y & Y Cbla>

Horoyd poyinsd 5l 5 pSok +

WSl )3 p2lge (il <S55 1 5Sele
Wlas; & gl 3 Sassle *

S5 9 S 0515 9 (5545 Olasiidy *

(Brute Force, Exploit, DDoS) (,i,iul OMe> +
Fleiz] dige 5 Siulid

FULIF AR PUL

A2 1 e piand 9 SIS Slag -

SleMbl el -

& puagye S 2,15 i jl g Cligas > ¢

kel slaisl,

e 29y 1 Jlgpté
@ oo

T e gt i

;99 (Flojlw (2819 (592 ,Um

(53550 5383 ool dSads i

DS/IPS

Anti-DDoS

!v—'-.-lls O o
B oo @

Web Server
10.10.10.10
Core Switch (L3)

VLAN 10 VLAN 20 i VLAN 40 1 VLAN 50
Management Users | VolIP : Guest
10.0.10.0/24 10.0.20.0/24 10.0.30.0/24 i 10.0.40.0/24 | 10.0.50.0/24

i i
| | : ;
- . ! . File Server | i g
- = -6 oo Ml M
i i
Network Admin UserECe ‘ 1. ‘ a
10.0.10.10 10.0.20.x App Server i IP Phone's i o
10.0.30.20 | 10.0.40.x | uest Users
! i ! 10.0.50.x
&"‘ ))) : :
] ! v
A Point Print Server i i \
ccess Poin 10.0.30.30 | |
e o
Mor;l:,o(;lr;(g) zzwer $ ! Call Manager } Internet Only
o GOD 0 100.40.10 |
‘ Wireless Users
m 10.0.20.x l
@ (_Mre ESXi Hosts Backup Server
VMware vCenter 2 a
10.0.60.10 10.0.60.20
(Defense in Depth) iuwl >Lb Ol
hasol (>
WAF ,Anti-DDOS, «AIDS//19S , Jlgyild : o &Y ®
Security. Private VLAN , Private VLAN ,VLAN (53 pamid 1aSad ¥
- Patch Management (iluwjey 1o CuainlS § gy s Sio)ld t@iasw 43 ¢ 30
2 Least Privilege Security , Mtive Directory Security :awyiwd 3 Cugd &Y © ©
) SIEM 3 o SY Julov 5 5,91 o 1 Sivygiilo ¥ ¢ 50
(liie Backup ,DLP, 15150, 00> 40y @ 60
! 953 (253 g Incident Response Plan :zwl g Y ¢ oMz

DMZ Zone

Mail Server
10.10.10.20

{
!
| {
| |
| |
- |
‘ |
[ |
i
i
i
i

10.0.10.0/24

10.0.20.0/24
10.0.30.0/24
10.0.40.0/24
10.0.50.0/24
10.0.60.0/24
10.10.10.0/24

VPN Server
10.10.10.30

el G bLS)|

Branch 1
10.1.0.0/16

Users

Branch 2
10.2.0.0/16

Remote Users

[S——=N

23 pupl Jgax
— -

10.0.10.1
10.0.20.1
10.0.30.1
10.0.40.1
10.0.50.1
10.0.60.1
10.10.10.1

SSL VPN

Management

Users
Servers
VolP
Guest
Virtualization/Backup
DMZ Zone

el g5

Active Directory
File Server
VMware

VolP

Cisco Router Edge
Cisco Core

VPN

DMZ
WiFi



(Assets) 035959 2l 53 pee B 21,15 &LALM

.JJ\JCL\BQLAAQJ'}J'J\ 55&4‘%#‘#‘:“1‘45\9‘ .

Olojw Sy Costal o 3,15 250 Lowin
D15 939 (§liums b 9 louud ©

:4\:‘359.
Sl (S e
L‘buwsfw @L»Lw‘

Asset Inventory w\w-




Asset

Active Directory

Backup Server

File Server

ERP/Application

VoIlP

User PCs

WiFi

VPN




Ll Asset Inventory Jgus°

Criticality Role IP

Cntical Domain Controller 10.0.305

High File Server 10.0.30.10

Medium VolP 10.0.40.10

a4 o
«.Y5 < Domain Admin gy adiue 4dnca W Say e



sl o148 a oA )

Excel / Google Sheets®

ol B o yd sl A S o piee®

. . . Sl @

Sheet 1 — Servers o3l ®

Sheet 2 — Network Devices 5 Lle

Sheet 3 — Users 'M‘g “’L .
Sheet 4 — Wireless ‘\99‘ M'QL‘“ Cuwlio

Sheet 5 — Risk Matrix



s g pw 9 B g9 S

nmap -p- 192.168.1.10

nmap -sV 192.168.1.10

nmap -sn 192.168.1.0/24

nmap -sS -sU -p- 192.168.1.10

nmap -0 10.0.30.10

GPBIP S (69, 3L LG9 dod glwlus

W g (595 00w o] (W pmig pw (sl @

Jd gculdy (8L (gl aSus JS Sl

UDP sTCP W9 dod Sl ®

Jole giamm S .



S oolKiws plos ¢ diw b o aSs ,> ARP broadcast & jgiws opl®
A8 ol |y sasubnet lea s

LSyl ae

s Jlad salP sl

o Kiws MAC Address ¢

4w o, Vendor ¢

*sudo arp-scan —|
AE cuad grp-scan _Sle
*sudo apt install arp-scan



¢ 192.168.1.1 00:50:56:c0:00:01 VMware, Inc.

¢ 192.168.1.10 00:15:5d:33:21:10 Microsoft Corp
¢ 192.168.1.20 00:0¢:29:11:22:33 VMware

¢ 192.168.1.30 00:50:56:ab:cd:ef Dell

P vl wdlg e (295 cnl gy I
cwl Domain Controller ... sl
Server ls’*

Workstation s




D ald oo join Lol @

Bt b ol g 4> ¢

tcwl Domain Controller g sl @
tcwl File Server oli$" ¢

Dad o0 |l Jolemiun jl (glaseus 4> ¢

S 1 1 aga LIP Comd ad) g5 o0 Ada o Gl 2
D pR e aladl gy (Sl e
* nmap -sS -sV -T2 192.168.1.10 S
’ Y& ol s
(55 585 Luws) TCP SYN Scan - -SSe
g A asds > SV-*

000000



Angry IP Scanner

* https://www.yasdl.com/232895/%d8%af%d8%a7%d9%86%d9%84%d9%88%d8
%af-angry-ip-scanner.html

( £2 IP Range - Angry IP Scanner LEJM
File Goto Commands Favorites Tools Help
1P Range: 66249931 to 66.249.93.255 m PRange | K
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IP Ping TTL Hostname Ports [4+] *
066.249.93.73 38 ms 246 ug-in-f73.google.com  [n/a]
@ 66.249.93.74 50ms 246 ug-in-f74.google.com  [n/a]
066.249.93.75 43 ms 246 ug-in-f75.gocgle.com  [n/a]
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I n OWS @ 192.168 1,129 - workgroup - Geor's Windows 7 x64

&7 A config N Software 4 Evenl log i’ Repont = €% History & Docs Comments
L ]
i LI n ux Assel Type: &J Windows Scan status:
Lastusenr .. sevensdigeontm State: Active
P Location: Local Subnet

Manufacturer: Dellinc
Senal: H9

) 1 Model: Precsion M6400 s
WI C Memory: 4.0 G8 Express Code: 375-862-

23171
e days Oh 32
ClLIIOD DY Processor: 1 * Intel Core2 Duo CPU P700 @ 2.53GHz P T Saat.
Qn I~ LL.J OO I! Domain: workarous First seen: 131272012 151953
¥ mof T <ol Ry 9 ast seen: 15122012 09:13
o . c 6 GB bee o1 $1.7 68 L 1511272012 09:13.07
NETWORK MANAGEMENT 2 et 00 | Parchased: 24082000
F — 27,368 free of 49 GB Warranty: 24082012

* Printer By s

Ship date: 24082009
Purchase country: Belgium

[ SOftwa re Startdate Enddate  Service

. 24/08/2009 24/0872012 Dell. Nexd Business Day

s Assel groups

 Patch Status
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localhost:81/Default.aspx

Main page & Servers Sofiware Hardware
(2 My Teams (2% %
[ Open | 3
1
Awaiting Reply | 2
1
1
35 Windows Domain Overview * %
Domain -~ o
Workgroup 0 1
Total 0 1
L2 IP Locations Overview 4 X
3t Undefined 1
@ Asset Group Overview X
Static
> Default group 1
Dynamic
NET Framework 4 Missing 0
7 64-bit Windows 0
All Except Routers & Switches 2
2 Firefox Installed 0
7 Laptops 0
~ Manufacturer Dell 0
Non-Active 0
¢ Printers 0
2 Windows 7 0
config
llig Chart: Asset type summary (@[ x
Il wocation
W windows

Active Directory

-} Scanning & Calendar Gy Deployment

General | Helpdesk @ Add Widgets @ Add New Tab

i News

Welcome to Lansweeper

© Configuration

You just powered up your network!

0, The contents of this news widget are visible to all Lansweeper users and fully customizable.

|l Alert Report: Dashboard

High priority

@ Error: WMI access denied (0

@ OS: End of lifetime (no longer supporied) (0)

@ Disk: Servers less than 1 GB free HD (0

@ Disk: Workstations less than 1 GB free HD (0

@ Workstation: All workstations without anti-virus software (0)
@ Server: All servers without anti-virus software (0)

@ Device: Printer out of toner (0}

Important

@ Asset: Hard drive S.M.A.R.T. status not OK (0

@ Error: RPC server unavailable (0

@ Computer: Not seen in the last 30 days (0

@ Asset: Out of warranty (0)

@ Asset: Out of warranty in 60 days (0

@ Device: Printer almost out of toner (0

@ Workstation: Antivirus disabled (0)

@ Workstation: Antivirus expired (0

Informational

@ 0s
®0s
@ 0S
@ 0s
@ O0S
@®0Ss
®0s
@ 0sS
®0S
®0Ss
@ 0S5

Not latest Service Pack Vista (0

Not latest Service Pack Win2008 (0

Not latest Service Pack Win2008 R2 (0)
Not latest Service Pack Windows 7 (0
Not latest Service Pack Windows 8 (0
Not latest Service Pack Win2012 (0

Not latest Service Pack Windows 8.1 (0
Not latest Service Pack Windows 2012 R2 (0
Not latest Build of Windows 10 (0

Not latest Build of Windows 2016 (0
Not latest Build of Windows 2019 (0

[l Chart: Asset manufacturer

& Enterprise

%

config

AR

config

@ x

| x= 4L &

A

1 i1 @ Built-in admin {3

& Community

| Scanning Status + %
Server - (o8
I deskiop-tuurnm6 | 1 14
Database size:
10214 MB free of 10240 MB
** Calendar events %
™ Test Lansweeper
18/03/2020 15:20:00
Due in 4 minutes
5 minutes before start v | « Snooze
+ Dismiss
<¥ Team follow ups (1) (@ X
:7 #20: [DEMO] New database backup server
15 days
(& Last Seen Assets ﬁ' x
¥ Default location 18/03/2020 15:11:58
© DESKTOP-TUURNMS 18/03/2020 15:10:49
(& Last Seen Users % X
ius Lansweeper news (_-Jl' x

280
¥ Emergency Patch Released for SMBv3 Vulnerability
2020-03-13T13:18:35

W Microsoft Patch Tuesday Audit — March 2020
2020-03-11T12:06:01

W Are You Prepared for Office 2010 End of Suppori?
2020-03-03709:00:00

W Critical Chrome Zero-Day Vulnerability Under Active Attac
2020-02-25T14:48:03

W Top 10 Vulnerability Audit Reports of 2019
2020-02-20T12:38:22

¥ Why You Should Dump Your IT Inventory Spreadsheets
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Assel opbions

£ New asset
.+ EOt asset
4 Rescan Asset
Wake on Lan
. Refresh Wamranty
&R GR Coce
; Deploy Package

Basic actons

¥ Png

B Palhpeg

& Traceroute

Q' NEBTstat

@ HTTP

e HITPS

| S5H (putty)

:8 Remote desikiop
st Opin CS

st Open Admin$

A Computer management
% Services management

{4} Event viewer
1 Shared fokdas
8} Reboot
(&) Shwidown

& Abort shutdonwn
Advanced actions
o Device beslee

<

&

A g CHLDCOY .
@ 172 .16 .30 200 - giodomaniics
&2 A “ i I
SLmnMy Contio Software Event! ¥y Report

Asset Type: & WOows
Last user: Jef! Hicss

OS: Microsoft Windows Server 2008 R2 Enterprse (x64) SP1
Manufacturer: Mrosoll Corporabon
Model: Virtual Machine
Memory: 1068
Processor: 1° Intel Core I7-4500U CPU @ 1 80GH2

Domain! globomantcs

OU: OU=Dommn Conroliers. DC=GLOBOMANTICS, DC=kc
3!

C! s 0 9 GO free o1 145 GH
s Asset groups
Detault group
@ Anti-Virus

Name Status Vieus Signsture
W No aninvinus inslaked

, Recent eventiog entries
No event log miormation scanned

kel Uptime calendar

« Microsoft Windows Seever 2008 R2 Enterprise (x64) SP1

4 y > A
Hittory Deptoyments Docs Comenents
Scan status:

Scan server: chhwing
State: Actve
IP Location: Local Subned
Asset location: ndetned 4
Serial: 8439-9638-6902-1028-1552-2278-75
Uptime: 22dns4h23m
First seen: 240372015 135020
Last seen: 24032015 140309
Purchased:
Warranty:

4. Event summary of last week
No event jog micrmabon scanned

e oW X 2™ A3oex on

& Scan
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< Back Wi-Fi Scanner

Access Points Channels e

ACCESS POINT SECURITY BAND SIGNAL

41 ef0Bec 7C:05:07:8E:E6:74 & 2.4 GH: 57 iy —
> Pegatron

#8  SANS 28:77-7T:-FF:EC-FC & 2.4 GHz .58 diy e—
ZTE ZTE

#1  VolP_Net_535279 30:CC:21:3F:F4:83 & 2.4 GHz 50 qny e—
ZTE 775

#1  UniFi 7E:D5:07:8F:E6:76 & 2.4 GH 50 gy —
L~

411  cl136a 60:02:92:27:2F:28 & 2.4 GHz 55 iy —
o
> Pegatior

o P #11  UniFi 62:02:92:27:2F:20 & 2.4 GHz 66 gty S—

—

430G C0:B1:01:11:97-02 & 2.4 GHz 71 by S—
ZTE z7¢
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Active Directory Discovery

Domain sl ol olelis ol e

LN Administrator. Windows PowerShell — O

* PowerShell
W indows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

® G et_A DCO m p U te r- F i |te r k C:\Users\Administrator> Get-ADComputer

istinguishedName : CN=S5ERVER1,0U=Domain Controllers,DC=test,DC=local
NSHostName : serverl.test.local

: True

: SERVER1
DbjectClass : computer
DbjectGUID : bc297ccc-1976-4dde-addl-abcaabc 79187
amAccounthame : SERVER1%
ID 1 5-1-5-21-2328314914-3834131014-599688784-1081
serPrincipallame :

istinguishedName : CN=PC-1,CN=Computers,DC=test,DC=local
NSHostName : pc-l.test.local
: True
: PC-1
DbjectClass : computer
DbjectGUID 1 c426124d-9b608-428a-aab61-145ca23fc51b
amAc countName : PC-1%
ID 1 5-1-5-21-2328314914-30341316014-599688784-1167
serPrincipallName :

istinguishedName : CN=SERVER2,CN=Computers,DC=test,DC=local
NSHosthame 1 Server2.test.local

: True

: SERVER2
Dbjectllass : computer
DbjectGUID 1 Bd587cba-d804-4303-af54-f5bel76+aB9b
amAccountName : SERVER2%
ID 1 5-1-5-21-2328314914-3834131014-599688784-1168
serPrincipallame :




e Get-ADUser -Filter *

EN Administrator: Windows PowerShell

PS C:\Usersh\Administrator:> Get-ADUser

DistinguishedName :
: True

nabled

ivenName

ame
PbjectClass
DbjectGUID
hamAccountlame

serPrincipallName :

DistinguishedName :

nabled
ivenlame

ame
PDbjectClass

Db jectGUID
hamAccounthame

serPrincipallame :

DistinguishedName :
: True

nabled

ivenName

ame
PDbjectClass
DbjectGUID
LamAccounthame

CN=Administrator,CN=Users,DC=test,DC=1local

: Administrator

! user

: cb151d82-36b2-4548-891d-9effbftbcdc99

: Administrator

: 5-1-5-21-2328314914-3034131614-599688734-500

CN=Guest,CN=Users,DC=test,DC=1local
False

: Guest

! user

1 95e18922-12cB-49b3-b54d-5223F1cleaBn

: Guest

1 5-1-5-21-2328314914-3034131614-599688784-5081

CWN=Hesam,CN=Users ,DC=test,DC=1local

: Hesam

! user

: eBeed5Bf-54c5-4823-9252-6F2fe9dd1468

: Hesam

1 5-1-5-21-2328314914-3834131614-599688784-1000
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€l Cuiel (il 435103 Asset Inventory Sy e
Risk Role IP Asset

Critical Domain Controller 10.0.30.5 DCO01
High File Server 10.0.30.10 FSO1

Medium VolP 10.0.40.10 PBXO1

Critical Edge Router 10.0.0.1 MikroTikO1
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*nmap -sV 192.168.1.77
*nmap -A 192.168.1.77
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» 22/tcp open ssh

* 80/tcp open http

* 67/udp open dhcp

:Juloe
Rogue DHCP Server Jlusl - wib ;L DHCP Y sle
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NETWORK TRAFFIC ANALYSIS

Why packet ?
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Prioritize Traffic and Generated Alerts

[(**] [1:10000005:0] nmap SYN scan [**] [Priority: 0] {TCP)
192.168.11.62:52999 -> 192.168.11.46:212

[**] [1:10000003:0] ICMP tunnel [(**] [Priority: 0] (ICMP)
192.168.122.132 -> 192.168.122.131

[**] [1:10000003:0] ICMP tunnel [**] [Priority: 0] (ICMP)
192.168.122.132 -> 192.168.122.131

[**] [1:10000004:0]) ICMP ping sweep [**] [Priority: 0] (ICMP)
92.242.140.21 -> 192.168.11.6

W
Which one is the most important?
Which one is least important?
Our mitial focus 1s the highlighted message that accompanies the alert



Prioritize Traffic and Generated Alerts

192.168.11.62:52999 -> 192.168.11.46:212
192.168.122.132 -> 192.168.122.131
192.168.122.132 -> 192.168.122.131

[(**] [1:10000004:0] ICMP ping sweep [**] [Priority: 0]
92.242.140.21 -> 192.168.11.6

N
Which one is the most important?
Which one is least important?

[**] [1:10000005:0) nmap SYN scan [**] [Priority: 0) {(TCP) 2
[(**] [1:10000003:0]) ICMP tunnel [(**] ([Priority: 0] {(ICMP} 1

[**] [1:10000003:0] ICMP tunnel [**] [Priority: 0] {ICMP)

(ICMP) 3

Our mmitial focus is the highlighted message that accompanies the alert
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Who is the attacker, and who is the target?

Any signs the attacker is using some kind of software tool?

Are there any responses from the target?

What is your assessment of the attack: harmless, worth investigating, 911?



tcpdump -D
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)-[~]
—$ sudo -
[sudo] password for hesam:
/home/hesam
.etho [Up, Running, Connected]
.any (Pseudo-device that captures on all interfaces) [Up, Running]
.lo [Up, Running, Loopback]
.bluetooth® (Bluetooth adapter number 0) [Wireless, Association status unknown]
.bluetooth-monitor (Bluetooth Linux Monitor) [Wireless]
.nflog (Linux netfilter log (NFLOG) interface) [none]
.nfqueue (Linux netfilter queue (NFQUEUE) interface) [none]
.dbus-system (D-Bus system bus) [none]
.dbus-session (D-Bus session bus) [none]

1
2
3
A
5
6
7
8
9

/home/hesam
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* fcpdump -1 ethO

/home/hesam

1 etho
tcpdump: verbose output suppressed, use -v[v]...

listening on etho,

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
0.0.0.
04:18:
04:18:

17:
17:
17:
17:
11745
17:
17:
17:
17:
18:
18:
18:

02

59.
59.
59.
59.
59.
59.
59.
59.
59.
00.
02.

370855
382790
465687
466247
613519
614427
680118
680626
886675
394752
330891

.396578

0.2.0.f.f.
02.
02.

463184
463567

Ip
IP
Ip
Ip
Ip
Ip
Ip
Ip
Ip
Ip

S Caind |y G i O (8L )

for full protocol decode

link-type EN10MB (Ethernet), snapshot length 262144 bytes
168.100.61.61975 > 239.255.255.250.1900: UDP, length 175

192.
192.
dns.
192.
dns.
192.
dns.
192.
dns.
192.
IP6 fe80::3f58:dd71:45f2:c65a.dhcpve-client >
IP 192.168.100.150.37809 > dns.google.domaln:

168.100.150.52973 >

google.domain > 192.

168.100.150.38423 >

google.domain > 192.

168.100.150.54400 >

google.domain > 192.

168.100.150.43589 >

google.domain > 192.

dns

168.
dns.
168.
dns.
168.
dns.
168.

.google.domain:
100.150.52973:
google.domain:
100.150.38423:
google.domain:
100.150.54400:
google.domain:
100.150.43589:

47594+ PTR? 250.255.255.239.1in-addr.arpa. (46)
47594 NXDomain 0/1/0 (103)

37906+ PTR? 61.100.168.192.1in-addr.arpa. (45)
37906 NXDomain 0/0/0 (45)

39038+ PTR? 8.8.8.8.1in-addr.arpa. (38)

39038 1/0/0 PTR dns.google. (62)

24058+ PTR? 150.100.168.192.in-addr.arpa. (46)
24058 NXDomain 0/0/0 (46)

168.100.61.61975 > 239.255.255.250.1900: UDP, length 175

ip6.arpa. (90)

IP dns.google.domain > 192.168.100.150.37809:
IP 192.168.100.150.45324 > dns.google.domain:

.0.0.0.0.0.8.e.f.ip6.arpa. (90)

04:18:02.589454 IP dns.google.domain > 192.168.100.150.45324:

ffe2::1:2.dhcpve-server: dhcp6 solicit
1370+ PTR? 2.0.0.0.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.

1370 NXDomain 0/1/0 (154)
63371+ PTR? a.5.6.c.2.f.5.4.1.7.d.d.8.5.f.3.0.0.0.0.0.0.0.0

63371 NXDomain 0/1/0 (154)
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* fcpdump -c 10 -i ethO

/home/hesam
cpdump -c 10 -i ethe
tcpdump: verbose output suppressed, use -v[v] ... for full protocol decode
listening on eth®, link-type EN10OMB (Ethernet), snapshot length 262144 bytes
04:20:55.927028 IP 192.168.100.61.60707 > 239.255.255.250.1900: UDP, length 175
04:20:56.029063 IP 192.168.100.150.59898 > dns.google.domain: 30936+ PTR? 250.255.255.239.in-addr.arpa. (46)
04:20:56.142038 IP dns.google.domain > 192.168.100.150.59898: 30936 NXDomain 0/1/0 (103)
04:20:56.142588 IP 192.168.100.150.34679 > dns.google.domain: 31590+ PTR? 61.100.168.192.in-addr.arpa. (45)
04:20:56.241092 IP dns.google.domain > 192.168.100.150.34679: 31590 NXDomain 0/0/0 (45)
04:20:56.241843 IP 192.168.100.150.33506 > dns.google.domain: 55239+ PTR? 8.8.8.8.in-addr.arpa. (38)
04:20:56.475102 IP dns.google.domain > 192.168.100.150.33506: 55239 1/0/0 PTR dns.google. (62)
04:20:56.475643 IP 192.168.100.150.54585 > dns.google.domain: 23262+ PTR? 150.100.168.192.in-addr.arpa. (46)
04:20:56.644301 IP dns.google.domain > 192.168.100.150.54585: 23262 NXDomain 0/0/0 (46)
04:20:56.950205 IP 192.168.100.61.60707 > 239.255.255.250.1900: UDP, length 175
10 packets captured
10 packets received by filter
@ packets dropped by kernel

/home/hesam
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« fcpdump -w filel.pcap -1 ethO

/home/hesam

/home/hesam
cd Desktop

/home/hesam/Desktop

/home/hesam/Desktop

/home/hesam/Desktop/log




/home/hesam/Desktop/log
w filel.pcap -1 etho
tcpdump: listening on eth®, link-type EN10MB (Ethernet), snapshot length 262144 bytes

s o e padfilel.pcap b sfcpdump sty as0a ¢ Yo Jhs
s o0

sAlaiulr- J.\A\J\A J\ : J}uach J.\jy M JJ.\MJLMJJAS::JM);.\SLQ\AJA\& UM‘PLf‘J‘
e

tcpdump -r filel.pcap



/home/hesam/Desktop/log
tcpdump -w filel.pcap -1 etho
tcpdump: listening on eth@, link-type EN1OMB (Ethernet), snapshot length 262144 bytes

"C101 packets captured
101 packets received by filter
0 packets dropped by kernel

/home/hesam/Desktop/log

tcpdump -r filel.pcap
reading from file filel.pcap, link-type EN10MB (Ethernet), snapshot length 262144
06:41:01.381154 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, 1d 1, seq 38, length 40
06:41:01.381251 IP 192.168.100.150 > 192.168.100.60: ICMP echo reply, 1d 1, seq 38, length 40
06:41:02.397120 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, id 1, seq 39, length 40
06:41:02.397187 IP 192.168.100.150 > 192.168.100.60: ICMP echo reply, 1d 1, seq 39, length 40
06:41:03.409700 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, id 1, seq 40, length 40
06:41:03.409779 IP 192.168.100.150 > 192.168.100.60: ICMP echo reply, i1d 1, seq 40, length 40
06:41:04.422276 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, id 1, seq 41, length 40
06:41:04.422340 IP 192.168.100.150 > 192.168.100.60: ICMP echo reply, 1d 1, seq 41, length 40
06:41:05.434606 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, id 1, seq 42, length 40
06:41:05.434694 IP 192.168.100.150 > 192.168.100.60: ICMP echo reply, 1d 1, seq 42, length 40
06:41:06.353504 ARP, Request who-has 192.168.100.150 (50:76:af:e4:37:39 (ouil Unknown)) tell 192.168.100.60, length 46
06:41:06.353546 ARP, Reply 192.168.100.150 is-at 00:0c:29:5f:30:0e (oui Unknown), length 28
06:41:06.447245 IP 192.168.100.60 > 192.168.100.150: ICMP echo request, id 1, seq 43, length 40



